IITR
How to install Certificate in Ubuntu



1. Download Certificates.zip from IITR Website (https://www.iitr.ac.in/support/faq/linux.html)
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2.  Extract the Certificates.zip file.
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3.  Press Shift + Right Click and select option Open in Terminal.
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4.  Run this (./run_it.sh) command in terminal to execute the script. Following the command provide
the password of your user account.

Q ritin@ritin-VirtualBox: ~/Downloads/Certificates [ = =

: S .frun_it.sh
"sudo] password for ritin: ||



5. Select Yes in ca-certificates configuration.

Package configuration

ca-certificates configuration

This package may install new CA (Certificate Authority) certificates when upgrading. You may want to check such new CA certificates
and select only certificates that you trust.

- yes: new CA certificates will be trusted and installed;
- no : new CA certificates will not be installed by default;
- ask: prompt for each new CA certificate.

Trust new certificates from certificate authorities?




6. Select first two certificates cert_umbrella.crt and cert_wsa.crt and press Tab to select Ok.

Package configuration

ca-certificates configuration
This package installs common CA (Certificate Authority) certificates in fusr/sharefca-certificates. . Please select the certificate
authorities you trust so that their certificates are installed into fetc/ssl/certs. They will be compiled into a single
fetcfsslfcertsfca-certificates.crt file.

Certificates to activate:

cert umbrella.crt
cert_wsa.crt

mozilla/AC_RAIZ FNMT-RCM.crt
mozilla/Actalis_Authentication Root CA.crt
mozilla/AddTrust_External_Root.crt
mozilla/AffirmTrust Commercial.crt
mozilla/AffirmTrust Networking.crt
mozilla/AffirmTrust_Premium.crt
mozilla/AffirmTrust_Premium_ECC.crt
mozilla/Amazon_Root CA 1.crt
mozilla/Amazon_ Root CA 2.crt
mozilla/Amazon_Root_CA_3.crt
mozilla/Amazon_Root CA 4.crt
mozilla/Atos TrustedRoot 2011.crt
mozilla/Autoridad de Certificacion Firmaprofesional CIF_A62634068.crt
mozilla/Baltimere CyberTrust Root.crt
mozilla/Buypass_Class_2 Root CA.crt
mozilla/Buypass_Class_3 Root CA.crt
mozilla/CA_Disig_Root_R2.crt
mozilla/Certigna.crt
mozilla/Certinomis_- Root CA.crt
mozilla/Certplus_Class_2 Primary CA.crt
mozilla/certSIGN ROOT CA.crt




7. You have successfully installed the certificates.

H S ./run_1it.sh
Updating certificates in /etc/ssl/certs...
2 added, © removed; done.

Processing triggers for ca-certificates (20190110)
Updating certificates in /etc/ssl/certs...

® added, ® removed; done.

Running hooks in /etc/ca-certificates/update.d...

done.
s i



Import the certificate in Google Chrome.

8. Open Chrome browser and go to the Settings.
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Import the certificate in Google Chrome.

9. Search for certificates and select Manage certificates option.
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Import the certificate in Google Chrome.

10. Navigate to the Authorities tab and select Import.
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Import the certificate in Google Chrome.

11. Select cert_wsa.crt and click on Open.
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Import the certificate in Google Chrome.

12. Check all three options and click OK.

Certificate authority

The certificate IITRWSA' represents a Certification Authority
Trust settings

Trust this certificate for identifying websites

Trust this certificate for identifying email users

Trust this certificate for identifying software makers




Import the certificate in Google Chrome.

13. Select cert_umbrella.crt and click on Open.
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Import the certificate in Google Chrome.

14. Check all three options and click OK and restart your browser.

Certificate authority

The certificate 'Cisco Umbrella Root CA' represents a Certification Authority
Trust sefttings

Trust this certificate for identifying websites

Trust this certificate for identifying email users

Trust this certificate for identifying software makers




Import the certificate in Mozilla Firefox.

15. Open Firefox and select Preferences.
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Import the certificate in Mozilla Firefox.

16. Search for certificates and click on View Certificates.
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Import the certificate in Mozilla Firefox.

17. Navigate to the Authorities tab and select Import.

about:preferences#searchResults

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities
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v ACCV

ACCVRAIZ1 Builtin Object Token
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18.

Import the certificate in Mozilla Firefox.

Select cert_wsa.crt and click Open.

Cancel
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Import the certificate in Mozilla Firefox.

19. Check both options and click OK.

Certificate Manager

Your Certificates People Servers Authorities

Downloading Certificate b

You have been asked to trust a new Certificate Authority (CA).

Do youwank to trust "IITRWSA” for the Following purposes?
Trust this CA to identify websites

Before trusting this CA For any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate
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Import the certificate in Mozilla Firefox.

20. Select cert_umbrella.crt and click Open.
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Import the certificate in Mozilla Firefox.

21. Check both options and click OK and restart your browser.

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Downloading Certificate
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Chamber po youwant to trust “Cisco Umbrella Root CA” for the following purposes?
Global ct [ Trust this CA to identify websites.
v AC Camerfi
Camerfir
Before trusting this CA for any purpose, you should examine its certificate and its policy and
Camerfiri Procedures (if available).
v ACCV

ACCVRAI

View Examine CA certificate

i ACtaliS s.p.r\. W o o N o W N



For any query please contact network-support@iitr.ac.in
OR

Raise your ticket @ - https://network-support.iitr.ac.in/

Thank You

ICC, IITR
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