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Download Softwares

1.1 Go to https://www.iitr.ac.in/support and click on Network Support

&« c @ @ https://www.iitr.ac.in/support/ e O vy IND @ = @&
EueL

Support @ IITR Advaita  Channeli ~ Email  Estate & Works ~ GuestHouse  Hospital  Network  Software

Advaita Channel i Email
Support Support Support

Please click here to get more Please click here to get more Please click here to get more
details. details. details.

Estate Estate & Works Guest House » Hospital

Booking Support Support

Guest
House
Works Please click here to get BOOking Please click here to get more Please click here to get more

& Complaints

more details. details. details.

Click

HCI’C / Network ' Software
Support Support

Please click here to get more Please click here to get more
details. details.
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https://www.iitr.ac.in/support

1.2 Click on Network Softwares

Network Support @ IITR Network Manuals

Network Support Dashboard

Welcome to the IITR Network Support Portal

O Raise Your IP Phone
¢ /f Tickets Manuals
ol

) [/ Support Please click here to Please click here to get

A raise tickets manuals
S

Click

HCI'C = Network Reference
' Softwares Videos

Please click here to get Please click here to get

more details more details

Network Softwares Videos Contact Us

Network
Manuals

Please click here to get
more details

How To's

Please click here to get
more details

© 2019 Network Support of IITR. All Rights Reserved, Developed by ICC, IITR



1.3 Click on Mac.

Network Support @ IITR Home

Network Softwares

Click Welcome to the IITR Network Support Portal

Here

ick here to get

t more F le ick here to get

details. more details.

© 2019 Network Support of IITR. All Rights Reserved, Developed by ICC, IITR

Network Manuals Videos Contact Us

Opening Network_Security_Setup_macos.zip

You have chosen to open:
! Network_Security_Setup_macos.zip

which is: ZIP archive (58.6 MB)
from: https://www.iitr.ac.in

What should Firefox do with this file?
Open with | Archive Utility (default)
Save File

Do this automatically for files like this from now on

Cancel




1.4 Click on Network Connectivity Software and Network_Security_Setup_macos.zip will be
downloaded to your PC.

Network Support @ IITR Home  Network Software NetworkManuals  Contact Us

Mac Softwares

Welcome to the IITR Network Support Portal

Choose
Here

1. Network Connectivity Softwares
2. More Softwares

3. Other Softwares v

LA A A LN

© 2019 Network Support of IITR. All Rights Reserved, Developed by ICC, IITR




Installation of Softwares

2.1 Extract Network_Security_Setup_macos.zip

Name

» B Contents

Ne Security Setu S.Zi
Open
Open With B

Move to Trash

Get Info

Rename

Duplicate

Make Alias

Quick Look “Network_Security_Setup_macos.zip"
Share b
Quick Actions >
Copy “Network_Security_Setup_macos.zip"
Import from iPhone or iPad 3
Use Groups

Sort By >

Show View Options



Installation of Softwares

2.2 Open the folder Network_Security_Setup_macos and install “Anyconnect Mobility Client”.

B Network_Security_Setup_macos

s mm =. K-+ | = Q. Search
T Date Modified Size Kind
B anyconnect-macos-4.7.03052-predeploy-k9.dmg Open
& Audit_fireampmac_connector.pkg Open With
B cert_umbrella.cer ‘
B cert.wsa.cer Move to Trash
B configuration.xml |
B ISEPostureCFG.xml Get Info
B run_it.command Rename
Compress “anyconnect-macos-4.7.03052-predeploy-k9.dm
Duplicate
Make Alias
Quick Look “anyconnect-macos-4.7.03052-predeploy-k9.dr
Share
Quick Actions

Copy "anyconnect-macos-4.7.03052-predeploy-k9.dmg"
Import from iPhone or iPad

Use Groups



Installation of Softwares

2.3 Open AnyConnect.pkg and Continue.

200 AnyConnect 4.7.03052

b

Profiles




Installation of Softwares

2.4  Select the following packages (VPN selected by default, DART and ISE Posture) and
click on Continue again.

& ® |nstall AnyConnect Secure Mobility Client =

Custom Install on "Macintosh HD"

Package Mame Action Size
Introduction Install 23.1 MB
License Web Security
Destination Select A!“P Ena!::ler )
@ Diagnostics and Reporting Tool Install 4.8 MB
Installation Type Posture
@ ISE Posture Install 3aMB

Metwork Visibility
Umbrella Roaming Security

Space Required: 30.9 MB Remaining: 35.37 GB

Go Back Continue



Installation of Softwares

2.5 Click on Install and proceed, later setup will ask you for your account password.

o #® |nstall AnyConnect Secure Mobility Client "l

Standard Install en "Macintosh HDY

N This will take 30.9 MB of space on your computer.

License Click Install to perform a standard installation of this software

Destination Select on the disk “Macintosh HD".

Installation Type

Change Install Location...

Go Back Irgtall



Installation of Softwares

2.6 If prompted, please click on Open Preferences and Allow the software.

nect Secure Mobility Client Notification

’§. Attention Required

Cisco System Extension Blocked:
Security & Privacy

Your system requires you to enable the Cisco AnyConnect System

Extension in your System Preferences in order to leverage the full

extent of AnyConnect capabilities. Some AnyConnect functions will

not operate correctly until the "Cisco" System Extension is enabled. : System Extension Blocked

A program tried to load new system extension(s)
signed by “Cisco” If you want to enable these
extensions, open Security & Privacy System

Please enable the System Extension in your System Preferences -> | Preferences.

Security & Privacy pane.
Open Security Preferences fiK

Secsty & Seacy

.

A 10 DESEWOTT et Tmer bt N7 et aw  Tmarge Swtmesss Allow apps downloaded from:

G foquire pesseses £ secones [ ey smes o s s Suges
e 1 Twiage wowr e LT 1 foams

ASOw your ACDE TEEC™ 10 NGCY yius Vet

System software from developer “Cisco” was blocked from loading.

s o e ot s ()

() Cick e lock to make Carges.

Open Preferences

L3




Installation of Softwares

2.7 Install Amp Connector (Open Audit_fireampmac_Connector.pkg)

B Network_Security_Setup_macos

Network_Security_Setup_macos Network_Security_Setup_macos

Name Open Kind
B anyconnect-macos-4.7.03052-pred Open With p |(MB Disk Image
& Audit_fireampmac_connector.pkg | |'MB  Installe...ackage
B cert_umbrella.cer Move to Trash | KB certificate

B cert wsa.cer Get Info | KB certificate

R configuration.xml Pangine JKB XML
B ISEPostureCFG.xm| Compress “Audit_fireampmac_connector.pkg” ' ¢ XML
D run_it.command Duplicate ytes  Termin...|l script

Make Alias

Quick Look “Audit_fireampmac_connector.pkg”

Share >

Quick Actions >

Copy “Audit_fireampmac_connector.pkg”

Import from iPhone or iPad >

Use Groups

Sort By >

Show View Options



Installation of Softwares

2.8 After clicking on Continue and Agree to EULA, click on Install to start installation,
setup will ask for your account password.

%] #® |nstall AMP for Endpoints Connector v1.8.2.624

Standard Install on "Macintosh HD"

Introdoeton This will take 33.6 MB of space on your computer.

License Click Install to perform a standard installation of this software
Destination Select on the disk “Macintash HD".

Installation Type

Go Back “



Y

Introducti
License
Destinatic

Installation

Installation

Summary

Installation of Softwares

If prompted please click on Open Security Preferences and click Allow.

System Extension Blocked

A program tried to load new system extension(s)
signed by "Cisco Systems, Inc.”. If you want to enable
these extensions, open Security & Privacy System
Preferences.

Open Security Pre__'k—a.rences m

Install time remaining: Less than a minute

Security & Privacy

SN rievault  Firewall  Privacy

A login password has been set for this user | Change Password...

Require password = 5 minutes after sleep or screen saver begins
Show a message when the screen is locked ;

v| Disable automatic login

Allow apps downloaded from:

System software from developer "Cisco Systems, Inc.” was blocked
from loading.



Installation of Softwares

2.10 Now run ”run_it.command” file and provide password when asked.

B Network_Security_Setup_macos

~  Date Modified Size Kind
B anyconnect-macos-4.7.03052-predeploy-k9.dmg 17-Jul-2019 at 6:22 PM 38.8MB  Disk Image
#® Audit_fireampmac, - 2019 at 4:39 PM 22.7 MB  Installe...ackage
B cert_umbrella.cer ! 2019 at 3:30 PM 1 KB certificate
B cert.wsa.cer Y Open With s 019 at 12:32 PM 1KB certificate
R configuration.xml ‘ Move to Trash 1y at 4:49 PM T0KB XML
R ISEPostureCFG.xm. 3y at 4:49 PAL 1ve v
" B runitcommand = Cetlnfo ‘[ 156 200 #i ritinramola — run_it.command — 80x24
Rename Last login: Sat Jul 27 13:53:19 on ttys@ee
- Compress “run_it.command" ‘ <(@_o0)> /Users/ritinramola/Downloads/Network_Security_Setup_macos/run_it.command
Duplicate » exit:
- Make Alias [Password:
Quick Look “run_it.command" Certificates Imported Successfully
Sh@ne . > ‘ Files Copied Successfully
| Quick Actions > | logout
R ‘ Saving session...
\

...copying shared history...
...5aving history...truncating history files...
...completed.

| Import from iPhone or iPad >



Firefox Config Steps

3.1 Perform below steps only if you use Firefox browser else skip. Open Firefox browser and
type “about:config’ in address bar. Click “I accept the risk’ and proceed.

about:config

&« Firefo about:config

This might void your warranty!

Changing these advanced settings can be harmful to the stability, security,
should only continue if you are sure of what you are doing.

/| Show this warning next time

| accept the risk!




Firefox Config Steps

3.2 Search of keyword “security.enterprise_roots.enabled” and make sure the Value is
“true”. If not proceed to the next step otherwise skip next step.

about:config

< cC @ irefox  about:config

Search: | security.enterprise_roots.enabled

Preference Mame Status Type

security.enterprise_roots.enabled default boolean

Note: Make sure you are running upgraded version of Firefox to get above option.



Firefox Config Steps

3.3 Right click on the attribute and select “Toggle” to change the value.

about:iconfig

& c & irefox  about:config

Search: security.enterprise_roots.enabled

Preference Mame

security.enterprise_roots.enabled datault boolean false

EI:I FI'_-rr

Copy Mame
|'_ R ¥ =
Copy Value

Mew

Reset



Firefox Config Steps

3.4 Finally make sure the value 1s set to “true”.

about:config

< C @

about:config
Search: security.enterprise_roots.enabled

Preference Mame




Restart your MAC

4. Installation Completed, Restart your MAC.

'@ Finder File Edit View Go Window Help
About This Mac

System Preferences... - 0 =
1 App Store...

Recent [tems p leploy-k8.dmg
Force Quit... TED

Sleep
 Resta
Shut Down...

Lock Screen ~3#Q
Log Out Ritin Ramola... {3£Q



Connect to new network (Wi-Fi & LAN)

5.1 After Restart open AnyConnect Secure Mobility Client and connect to ssid IITR_WIFI .

Turn Wi-Fi Off

P v IT-R-WIFI
AnyConnect bl DIRECT-F7-HP OfficeJet Pro...
Secure Mobility Client cisco eduroam
ITR_Guest
| VPN: ITR_WIFI
" Verity your network connection. e IMG2

isciitrtest
Connect

Join Other Network...

Create Network...

Open Network Preferences...
System Scan:
Limited or no connectivity.




Connect to new network (Wi-Fi & LAN)

5.2 Provide your username & password. For faculties use Emp ID and for students use Enrollment Number
as your 1initial username and password. Change it after first login.

The Wi-Fi network “IITR_WIFI” requires WPA2
P

Q enterprise credentials.
&

Mode: Automatic
Username: ritin

Password: eeessecceee

Show password
Remember this network




Connect to new network (Wi-Fi & LAN)

5.3 Click Continue and provide password

Verify Certificate

Authenticating to network “IITR_WIFI"

Before authenticating to server ““iitr.ac.in", you should examine the server's certificate
to ensure that it is appropriate for this network.

You are making changes to your Certificate
Trust Settings.

Enter your password to allow this.

User Name: Information Management Group
To view the certificate, click ‘Show Certificate’

Password: oooooooool

Show Certificate Cancel




For any query please contact network-support@iitr.ac.in
OR

Raise your ticket @ - https://network-support.iitr.ac.in/

Thank You

ICC, IITR



https://network-support.iitr.ac.in/

